Ten. (302-2)-36-50-76 (oTmen kaapoB)
a11. mouta ok-knd@yandex.ru nus pesrome

TEXHHUK-TIPOrPAMMUCT 1 [TocTostHHas ot 50 000

TEXHUK MO0 3a1uTe nHdopManm 2 [ToctostHHAs ot 50 000

1. Ha 1o/KHOCTh TEXHMKA-NIPOrPaMMHUCTA IPUHUMAETCS CTICIIUATUCT, UMEIOIIHI
npodpuiabHOe NMpodecCuoHAIbHOE 00pa30BaHME, OMBIT TEXHUYECKOTO OOCITYKHUBAaHHUS U
PEMOHT MEPCOHANBHBIX KOMIBIOTEPOB M OPITEXHUKH, 3HAIOMIMK OCHOBBI JIOKAJTBHBIX
cereii (ctek mnpotokonoB TCP/IP) cereBoe oOOpyloBaHHME, MPUHIMIBI MOCTPOCHUS
JIOKaJIbHBIX BEIYUCIUTEIBHBIX CETEH ).

2. O0s13aHHOCTH:

2.1. ObecneunTts OecniepeOoiiHyI0 paboTy JOKaIbHBIX CETEH AUCIIaHCepa, CEPBEPOB,
CETEBBIX YCTPOUCTB.

2.2. OCylEeCTBIATh HACTPOMKY, PETYJIMPOBKY CEpPBEPOB, CETEH, CHUCTEMHOIO
MPOTPAMMHOTO 00ECIICUCHHUS.

2.3. IIpon3BOAUTHh PETUCTPALIMIO IOJb30BATENICH JIOKAIBHOW CETH, MOYTOBOrO,
TEPMUHAIIBHOTO, (haliJIOBOTO CepBepa, Ha3HAUYCHUE UICHTU(UKATOPOB U MapOJIeH.

2.4. YcraHnaBnuBaTh JOCTYH U KOHTPOJIUPOBATH UCITOIB30BAHHUE CETEBBIX PECYPCOB.

2.5. TlogroraBnuBaTh M COXPAaHSITHh PE3EPBHBIC KOMHHU JAaHHBIX, MEPUOJUYECKU
MPOBEPSITH U YHUUTOKATh.

2.6. IlpoBoauTh MEpONPHUATHS, TAPAHTUPYIOUIME AHTHBUPYCHYIO 3aIUTY
JIOKaJbHOM CETH, CEPBEPOB.

2.7. ObecnieunBaTh CETEBYI0 OE30MACHOCTH (3aLIUTy OT HECAHKIIMOHUPOBAHHOTO
J0CTyNa K uH(OpMalKK, MPOCMOTpa WIM U3MEHEHUS CUCTEMHBIX (aijaoB U JaHHBIX),
0€30MacCHOCTh MEXKCETEBOI0 B3aUMOJIEUCTBUS.

2.8. BHenpsATh, 0TBEYAIOLE€ COBPEMEHHBIM TPEOOBAHUAM, CPEJICTBA OOECTICUEHUS
TEXHOJIOTUYECKOW 0€30MacCHOCTH MH(OPMAILIMOHHBIX PECYPCOB.

2.9.  OpraHu3oBbIBaTH  CONPOBOXKAEHHUS  JOTOBOPOB  CO  CTOPOHHUMH
OpraHu3alUsIMH, IPEIOCTABISIIONMMH YCIYTH IO KOMMYHUKAIITMOHHOMY, IPOrPAMMHOMY
U allapaTHOMYy OCHAIIEHUIO OpraHU3al1u.

2.10. VYcrpansaTte aBapuiiHbIE CUTyallUd, CBSI3aHHbIE C IOBPEKJICHUEM
000py10BaHMs, TPOrPaMMHOT0 oOecrieueHus: U 0a3 JaHHBIX.

2.11. YuacTtBOoBaTh B BOCCTAHOBJIEHUH PA0OTOCIIOCOOHOCTU CUCTEMBI MPU COOSIX U
BBIXOJI€ U3 CTPOsI 00OPYI0BAHMUSI.

2.12. TloaroraBnuBaTh NPEMAJIOKEHUS IO MOAEPHU3ALNH, TPUOOPETEHHUIO CETEBOTO
o00OpynoBaHUsl, OOHOBJIEHUIO MPOrPAMMHOIO OOECIEUYEeHUs] 1O YPOBHS Pa3BUTHUS
COBPEMEHHBIX MH(GOPMAIIMOHHBIX TEXHOJIOTUH, BKIItOUYasi MPUOOpETEeHNEe JTUIICH3UOHHBIX
MPOrpaMMHBIX MTPOTYKTOB.

2.13. YcraHaBnuMBaTh Ha CEpPBEPHI ONEPAIIMOHHBIE CHUCTEMBbI HEOOXOIUMBIC IS
paboTHI MPOrPaMMHOT0 00ECTICYEHUSI.

2.14. OGecneunBath OecniepeboitHOe pabouee COCTOSHUE KOMITBIOTEPHOU TEXHUKH,
OpPTITEXHUKH, JIOKAJTLHOM CeTH, MelCcTBYONMX nHPopMannoHHbiX cucteM B TAY3 3KH/I.

2.15. OOecmeunBaTh CBOECBPEMEHHOE KONMUPOBAHHE, apPXWBUPOBAHUE W
pe3epBUPOBAHUE JAHHBIX.



mailto:ok-knd@yandex.ru

2.16. OOecneunBaTh KauecTBO oOpraHuzainuu padotel cetu MHTepHeT ¢
MpOBaNIEpPaAMHU.

2.17. [lppyHuMath MeEphI O BOCCTAHOBIICHUIO PA00TOCTIOCOOHOCTH JIOKATBHOM CEeTH
Ipu COOSIX WJIM BBIXOJE U3 CTPOSI CETEBOT0 000PY10BAHMUSI.

2.18. YcranaBnuBath OnepallMiOHHbIE CUCTEMbl U IMIPOTpaMMHOE OOecTeueHUEe Ha
paboyue CTaHIUH.

2.19. OGecneunBaTh TEXHUYECKOE OCHAIIEHUE CEMUHAPOB, KOH(PEpEHITUH.

2.20. Ilo 3amaHHMIO PYKOBOAMUTENS OCYIIECTBIATh IE€4YaTh W TUPAKUPOBAHUE
MEeYaTHOM MPOAYKIIMU YTBEPKACHHOTO 00pa3lia.

2.21. IIpou3BOAUTh MOHTAX JIOKaJTbHOW MH(POPMAIMOHHON CUCTEMBl U CHUCTEMBbI
BUJICOHAOIIOICHMUSI.

2.22. OCyleCcTBIATh HAIAAKY, HACTPOMKY, PETYJIMPOBKY U ONBITHYI IPOBEPKY
000Opy/IOBaHUSI U CUCTEM B JTA0OPATOPHBIX YCIOBUSX M Ha OOBEKTaX, CIEIUTHh 3a €ro
HCIIPABHBIM COCTOSIHHEM.

2.23. CocTtaBidTh ONMUCAHHE MPOBOAUMBIX pabOT, HEOOXOAMMBIEC ClEelH(pUKAIUY,
JIyarpamMMbl, TaOJIULIbL, TpadUKU U APYTYI0 TEXHUYECKYIO IOKYMEHTAIHUIO.

2.24. VYdacTtBoBaTh B 3aKylKE€ CETEBOTO OOOPYIOBaHUS U OPITEXHHKH,
dbopMupoBaTh TEXHHUYECKOE 3aJaHHE€ M OCYILIECTBIATh NPUEMKY NPUOOPETEHHOMN
MPOAYKIIMU B COOTBETCTBUU C HUM.



1. Ha 1oyKHOCTh TEXHUKA M0 3a1uTe HHGOPpMAaMu Ha3HAYAETCS JTUI0, UMEIOIIEe
cpeaHee npodeccuoHalbHOE (TEXHHYECKOE) 00pa3oBaHue 0e3 mpeabsIBICHU TpeOOBaHUH
K CTaxy paboTBhl.

2. 1o12kHOCTHBIE 00SI3AHHOCTH

2.1. Tlox pyxoBOoACTBOM OoJiee KBaTHU(UIIMPOBAHHOTO CHEIUATUCTA BBIMOJIHATH
paboTy Mo MPOBEACHUIO HEOOXOAUMBIX TEXHUYECKHX PACUETOB, Pa3pab0OTKE HECIOKHBIX
MPOEKTOB U MPOCTHIX CXEM, OOecCleunBasi UX COOTBETCTBUE TEXHUYECKUM 3aJaHUSIM,
JNEUCTBYIOIINM CTaHJIapTaM U HOPMATHUBHBIM JJOKYMEHTaM.

2.2. OCyumecTBIISITh HACTPOWMKY, PEryJIUPOBKY CEPBEPOB, CETEH, CHUCTEMHOIO
MIPOrpaMMHOTr0 00ecTieYeHUsI.

2.3. YcraHaBiIMBaTh JOCTYII U KOHTPOJIUPOBATH UCIIOJIBb30BAHUE CETEBBIX PECYPCOB.

2.4. VYmpaBnatb ceTeBOM HMHMPACTPYKTypoil, MPOBOAUTH HACTPOUKU U
aIMUHHUCTPUPOBAHUE  CETEBBIX YCTPOMCTB  (MapUIpyTH3aTOPOB, KOMMYTAaTOPOB),
MOHUTOPHUHT CETEBOI aKTUBHOCTHU U YCTPAHEHHE HETOJIaJI0K, 0OecrieueHrne 0e30MacHOCTH
CETH U 3allluTa 0T KHOEPYTrpo3.

2.5. OO6ecneunBarh OecrepeOOiHYI0 pabOTy KOMIIBIOTEPHBIX CHUCTEM, CHCTEM
BUJICOHAOIOICHUS, JIEUCTBYIOIIUX HWH(OPMALIMOHHBIX CHCTEM B  OpraHU3alluH,
CTaOMIBLHOM paboTOCITOCOOHOCTH TeXHUKH U Oe3omacHOCTH I'T — mHGpacTpyKTypHI.

2.6.  OpraHu3oBbIBaTb  CONPOBOXAEHUS  JIOTOBOPOB  CO  CTOPOHHUMU
OpraHu3alUsIMM, IPEIOCTABISIIOUIMMH YCIYTH IO KOMMYHUKAITMOHHOMY, IPOrPAMMHOMY
Y alnapaTHOMYy OCHAIIEHUIO OpraHU3aliu.

2.7. YcTpaHATh aBapUHHbBIE CUTYalluH, CBI3aAHHBIE C OBPEXIECHUEM IPOTPAMMHOIO
oOecrieueHus U 0a3 JaHHBIX.

2.8. Y4acTBOBaTh B BOCCTAHOBJICHUH PAOOTOCIOCOOHOCTH CUCTEMBI MpHU COOSAX U
BBIXOJIE U3 CTPOsI 000PYI0BaHUS.

2.9. IloaroraBnuBath MPEAJIOKEHUS IO MOAEPHU3ALMH, TPUOOPETEHUIO CETEBOTO
o0opyoBaHUs, OOHOBJICHHUIO MPOTPAMMHOTO OOECIEeUeHUsT 10 YPOBHS pPa3BUTHA
COBPEMEHHBIX MH(GOPMAIIMOHHBIX TEXHOJIOTUH, BKIItOUas MPUOOpeTeHne JTUIICH3UOHHBIX
MPOrpaMMHBIX MTPOTYKTOB.

2.10. VYdyacTtBOBaTh B 3aKylKe CETEBOr0 OOOPYIOBaHUS ¥ OPITEXHHKH,
dbopMHUpOBaTE TEXHMUYECKOE 3a/laHME€ U OCYIIECTBISATH TPHUEMKY NPUOOPETCHHOU
IPOJYKIIMHU B COOTBETCTBUU C HUM.

2.11. YcraHaBnuBaTh Ha CEpBEPHI OMNEPALMOHHBIE CHUCTEMbI HEOOXOAUMBIC JIJIS
PpaboTHI MPOTPAMMHOTO 00ECTICUCHUSI.

2.12. OGecnieunBath OecniepeboiiHoe pabouee COCTOSHUE KOMITbIOTEPHOU TEXHUKH,
OPI'TEXHUKH, JIOKAJTbHOUM CeTH U NUH(POPMAIIMOHHBIX CUCTEM.

2.13. OO6ecneunBaTh KauecTBO oOpraHu3anuu paboTel cetu HWHTEpHET C
MpOBaMIEpaMH.

2.14. IIppuauMaTh MEPHI IO BOCCTAHOBJICHUIO PA00OTOCTIOCOOHOCTH JIOKAJIBLHOMN CeTH
MIpHU COOSIX WJIM BBIXOJE U3 CTPOSI CETEBOr0 000PY10BAHMUS.

2.15. OGecneunBaTh TEXHUYECKOE OCHAIIIEHUE CEMUHAPOB, KOH(PEPEHITUH.

2.16. Tlo 3amaHuiO0 PYKOBOAUTENS OCYIIECTBIATH Me€4YaTh W THUPAKUPOBAHUE
NEYaTHON MPOIYKIMU YTBEPKIESHHOTO 00pasiia.

2.17. Ilpou3BOaUTh MOHTAX JIOKAJIbHOW MH(POPMAITMOHHON CHUCTEMBl U CHCTEMBI
BUJICOHAOIIOICHUS.

2.18. OcymectBisate HacTpoiiky W ynpaBi€eHUE OINEpPalMOHHBIMU CHCTEMaMU
(Windows, Linux, Unix).



2.19. YcranaBnuBaTh Ha CEpBEPHI OMEPALMOHHBIE CHCTEMBI HEOOXOIUMBIC JIJIS
paboThI TPOTPAMMHOTO 00ECIICUCHHUS.

2.20. AHamu3upoBaTh U MMPOBOJUTH MOHUTOPHUHT MPOU3BOIUTEIHLHOCTH CEPBEPOB U
CETEH.

2.21. YopaBnsath BUpTyanuzanuen u konteinepusanueit (VMware, Docker)
HACTpOMIKaMM W yOpaBIE€HHUEM  CETEBbIMH  YCTPOHCTBaMHU  (MapHIpyTHU3aTOPHI,
KOMMYTATOpPbI, TOUYKH JOCTYIIa)

2.22. O6cnyxuBaTh cepBepa M 0a3bl JaHHBIX, YCTAHABJIMBAaTb W HACTpauBaTh
cepBepHoe 110, npoBOUTH MOHUTOPUHT MPOU3BOAUTEILHOCTH CEPBEPOB U 0a3 JaHHBIX,
OCYILECTBIISITH PE3€PBHOE KOMUPOBAHUE U BOCCTAHOBIICHUE JTaHHBIX.

2.23. OOecneunBaTh 0€30MACHOCTH TAHHBIX U CUCTEM.

2.24. YcraHaBnuBaTh M HacTpauBaTh aHTUBUpPYCHOE [IO M MexKCEeTeBBIX SKpaHbI,
PEryJIIPHO NPOBOJIUTH OOHOBIIEHUE CUCTEM U MPUIIOKEHUM JJIs1 yCTPAHEHUS YSI3BUMOCTH.

2.25. HactpauBaTh U ynpaBisiTb CUCTEMaMU OOHAPYXEHUS NIl MPEAOTBpaIleHUs
Bropxkenus (IDS/IPS).

2.26. OOy4aTh COTPYAHHUKOB OCHOBaM 0€30MaCHOCTH.

2.27. OcylmecTBIATh HACTPOMKY HOBBIX pa0O4YMX MECT M YUYETHBIX JaHHBIX
ONpe/IeIEHHBIX TPUIOKEHHIM.

2.28. llogaepxxuBaTh W HAcTpauBaTh MOOWIBHBIE YCTPONCTBA M YJAJIE€HHOIO
JOCTYyTIA.

2.29. llpoBoauTh  HACTPOWKY  ABTOMATUYECKHX  PE3EPBHBIX  KOIMHUH  C
UCIIOJIb30BaHuEM crieruanuzupoBanHoro [10.

2.30. TectupoBaTh M MNPOBOAUTH NPOLEAYPHl BOCCTAHOBJIEHHUE JNAHHBIX JJIS
obecreueHus: ux paboTOCIIOCOOHOCTH.

2.31. YmpaBisaTh XpaHUJIUILEM PE3EPBHBIX KOMUN U KOHTPOJIb 32 KX COCTOSHUS.

2.32. YmpaBusATh U HACTpauBaTh MpaBa AOCTYIA U UX PA3PEIICHUSIMU.

2.33. IIpoBoaute oOHOBiIeHHe I[IO wu cucrem, yCTpaHATh VYSA3BUMOCTH U
OCYILECTBIIATH YJIyUIIEHUE TPOU3BOJUTEIBHOCTA CUCTEM.

2.34. PerynsipHo OTCI€KMBaTh BbIXOJ OOHOBICHHI W TMaTyeld, NPOBOIUTH
IJIAHUPOBAHUE M0 UX YCTAHOBKH C MUHHUMAJIBHBIM BO3JE€HMCTBUEM Ha MOJIb30BaTENECH.

2.35. IIpoBoANTH [TOKYMEHTUPOBAaHHWE MIPOLIECCOB M MPOUEAYp, CO31aBaThb U
OOHOBJIATh TEXHUYECKYIO JOKYMEHTAIUIO, Pa3pabOTKy MHCTPYKUHMH U PYKOBOJICTB s
IIOJIb30BATEIICH.

2.36. I'enepupoBatb, BbITTycKaTh U BbiaBaTh DI, mpoBoauts padory B CK3U.

2.37. 1lpoBOAUTH HACTPOMKH TJIArMHOB PA3HBIX ILIOMIAOK

2.38. OOHOBIATH ACHCTBYIONMINE CEPTU(PHUKATHI, M OCYIIECCTBIISATh UX J0OABICHHUE B
CUCTEMBI.

2.39. BBect MAOKYMEHTAllMI0O M DJICKTPOHHYIO TaONMIly IO JEHCTBYIOIIUM
cepruduxarom DI

2.40. Co3pnaBath Moib30BaTeNeii B ”HOOPMAIIMOHHBIC CHCTEMbl OpPTaHU3allUM JIJIs
JIOCTyTa B IPOrpaMMy, OCYIIECTBIISTh HACTPOMKY MPaB U 1OCTyTa.

2.41. BBecTd JOKYMEHTallMI0O B DOJCKTPOHHOM BHJE IO TOJIb30BATEISAM
UH(GOPMAITMOHHBIX CHCTEM.

2.42. TIpoBOANTH HACTPONKH U OOCTYKMBAHUE KaMep U BUICOHAOIIOCHUSI.

2.43. CozpaBaTh AOCTYMBI U MAPOIHU JJIs1 KOPIIOPATUBHOM MOYTHI U YaTOB.

2.44. BBecTu JOKYMEHTALMIO B 3JIEKTPOHHOM BHJI€, TEHEPUPOBATH, MEHSATH APOJIU
B CBA3U C 0€30MacHOCTHIO (MOYTHI, JOTUHOB U YaTOB).



