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CTPYKTYPA KOMILIEKTA OIIEHOYHOM JJOKYMEHTAIIUU

1. Komrutekc TpeOOBaHMK JUISI TPOBEACHHS JIEMOHCTPAIMOHHOTO
IK3aMeHa.
2. Ilepeuenb 00OpyHOBaHWS W OCHAIICHUS, PACXOIHBIX MaTEpPHAJIOB,
CpEICTB 00yUYEHUS U BOCITUTAHUS.
[T1aH 3aCTPOMKH IIOIIAIKK IEMOHCTPAIIMOHHOTO SK3aMEeHa.
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4. TpebGoBaHUA K COCTABY IKCIEPTHBIX IPYIII.
5.  HHcrpykumu o TexHuke 0€30MacHOCTH.
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O6paser 3a1aHus.

CIIMCOK UCNOJIb3YEMbBIX COKPAIIIEHUI

Coxpamenue PacummdpoBka
OM OneHoYHbIN MaTepuran
KO KommuiekT o1ieHoYHOM TOKYMEHTAUN
HITA2 LlenTp npoBeneHNsT AEMOHCTPAILMOHHOTO 3K3aMEHA
CIIO Cpennee npodeccuoHaibHOE 00pa3oBaHUE

OI'OC CIIO | denepanbHbIi TOCyAapCTBEHHBIA 00pa30BaTEIbHBIN CTAHAAPT

cpenHero npoheccCuoHaIBLHOTO 00pa30BaHuUs

OK OO01ast KOMIIETEHIIUSA

[IK [IpodeccnonanbHast KOMIETEHIUS

I'MA ['ocynapcTBeHHAst UTOrOBas aTTeCTALMS




1. KOMILUIEKT OLIEHOYHOM JOKYMEHTALIUU

Hacrosumit KOJ[ npennasHadeH A OpraHM3aldd M IPOBEIEHHUSA
arTecTallid OO0ydYaloLUXcs [0 IporpaMmaM CpeIHEro MNpoQecCHOHaIbHOIO

oOpa3oBaHus B popMe JEMOHCTPALIMOHHOTO IK3aMeHa 6a30BOr0 YpOBHSI.

1.1. Komimiekc TpGﬁOBaHHﬁ AJIA MIPOBEACHUA NEMOHCTPAIIMOHHOI'O

IK3aMeEHa

Opranu3anuoHHbIe TPeOOBAHUA

1. JIeMOHCTpallMOHHBINA 3K3aMEH IPOBOAUTCS ¢ ucrnonab3oBanueM KO/,
BKJIIOUYEHHBIX 00pa3oBaTEIbHBIMU OpTaHu3alusaIMu B mporpammy [ MA.

2. 3agaHus JIEMOHCTPALIMOHHOTO »HK3aMEHa JOBOMSTCS 1O TJIABHOTO
JKCHEpPTA B ACHb, IPEALIECTBYIOIINN THIO HaYaia IeMOHCTPAIMOHHOTO SK3aMEHA.

3. OOpazoBarenbHasi ~ opraHuzainus  oOecrneurBaeT  HEOOXOAUMBIE
TEXHUYECKHUE  YCIOBUS  Jia  oOecreueHus  3aJlaHusIMH  BO  BpeMms
JIEMOHCTPAIMOHHOTO 3K3aM€Ha BBIITYCKHUKOB, WICHOB [ DK, uieHOB 3KcriepTHOU
IPYIIIIHIL.

4, JleMOHCTpauMOHHBIN JK3aMEH MIPOBOJAUTCS B IO,
NpEACTaBIAIONIEM COOOM  MIIOMIAAKy, OOOpYAOBaHHYHD UM  OCHALIEHHYIO
B cootBeTcTBUU ¢ KO/I.

S. HITJID wmoxxeT pacnojaraTbCsi Ha TEPPUTOPUU 0Opa3oBaTEILHOMN
OpraHu3allvy, a MpU ceTeBoOU (hopMe peasin3alur 00pa3z0BaTEIbHBIX MPOrPAMM —
TaK)K€ Ha TEPPUTOPUM WHOW OpraHu3alH, OO0JaJaroel HEeoOXOIUMBIMU
pecypcamu s opranuzanuu LITD.

6. BbIMyCKHUKM TNPOXOJAT JAEMOHCTpalMOHHBIN »3k3ameH B LIIID

B COCTABC 3K3aMCHAIIMOHHBIX I'DYIIII.

! Ornensusie nonoxenust Tlopsaka npoBeeHUs TOCYIAPCTBEHHON UTOTOBON aTTECTAIMU MO MPOrpaMMam
CIIO, ytBepxaeHHOr0 npukazoM MunuctepcTBa npocsemenus Poccuniickoit @enepanuu ot 08.11.2021 Ne 800.
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7. OOpazoBaTenbHasi OpraHu3alis 3HAKOMUT C IUJJAHOM IPOBEICHUS
JEMOHCTPAlMOHHOTO 3K3aM€Ha BBIMYCKHUKOB, CHAIOMIUX JIEMOHCTPALIMOHHBIN
9K3aMEH, U JIMI, 00ECIeUnBAIONIMX MPOBEACHNE JIEMOHCTPAIMOHHOTO 3K3aMEHa,
B CPOK HE MO3/IHEE YeM 3a 5 paboumx JHEH /10 AaThl IPOBEICHUS SK3aMEHa.

8. KommuecTtBo, o0O0Omas 1wiomaab M COCTOSHHUE  ITOMEIICHUM,
NPENOCTABISIEMBIX Il MPOBEACHMS JEMOHCTPAMOHHOTO 3K3aMEHA, JIOJKHBI
oOecrieynBaTh MPOBEJICHUE JIEMOHCTPAIMOHHOIO YK3aMeHa B COOTBETCTBUM C
KOU.

Q. He mno3nHee yem 3a oauH pabouuid J€Hb 1O JAaThl MPOBEACHUS
JEMOHCTPALIMOHHOTO 3K3aMEHAa IJIABHBIM JKCIIEPTOM IPOBOAMTCS IPOBEPKA
roroBHOoCTH L{II/I9 B mpuUCYTCTBHMH YJIEHOB 3KCIIEPTHOM TPYIIIBI, BBITYCKHUKOB,
a TaK)Ke€ TEXHMYECKOTO 3KCIEPTa, HA3HAYaeMOr0 OpraHU3aluel, Ha TEPPUTOPHUH
KoTtopoit pacnosioxkeH [II1/[D, oTBeTCTBEHHOro 3a COOJIIOJCHUE YCTAaHOBJICHHBIX
HOPM U MTPaBUJI OXPaHbl TPYJa U TEXHUKU O€30MaCHOCTH.

10. T['maBHBIM AKCHEPTOM OCYILECTBIISIETCS OCMOTp I,
pacnpeneneHue o0A3aHHOCTEN MEXIy WICHAMH SKCHEPTHOM TPYMIbI MO OLICHKE
BBITIOJIHEHUS 3aJaHUi JEMOHCTPALIMOHHOIO 3K3aMEHA, a TaKKE paclpeleieHue
pabounx MECT MEXIY BBIMYCKHUKAMH C HCIOJIb30BAHMEM CIIOC00a CiydyaHOU
BbIOOpKH. Pe3ynbrarel  pacnpeneneHusi 00sI3aHHOCTEH  MEXAy  4JeHaMu
DKCIIEPTHOM TPYIIBI U paclpefereHus padounx MECT MEXKAY BBIMTyCKHUKAMU
(UKCUPYIOTCA ITaBHBIM 3KCIEPTOM B COOTBETCTBYIOIIMX MPOTOKOJIAX.

11. DBbIyCKHUKH 3HAKOMSATCS CO CBOMMH pa0OYMMH MECTaMH, O]
PYKOBOJCTBOM TJIaBHOTO 3KCIIEPTa TAaKXE€ IMOBTOPHO 3HAKOMSTCA C ILIAHOM
MPOBEICHUS JIEMOHCTPAIMOHHOIO SK3aMEHa, YCJIOBUSMH OKa3aHUs MEPBUYHON
MenuuuHckord nomomu B LITJID. dakt 03HAKOMIIEHHS OTpa))aeTcs TJIaBHBIM
HKCIIEPTOM B IPOTOKOJIE pacnpeiesieHus: paboynx MecT.

12. JHonyck BeimyckHukoB B HIIJID ocymecTBisiercs riIaBHBIM
HKCIIEPTOM Ha OCHOBAHUU JOKYMEHTOB, YAOCTOBEPSIOIINX JIAYHOCTD.

13. OoOpazoBarenbHas opraHu3aius o0s3aHa HE MO3JHEe YeM 3a OJIUH

pabouuii A€Hb JO JHS MPOBENCHHS JIEMOHCTPAIMOHHOTO SK3aMEHA YBEIOMHUTH
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rNIaBHOI'O 3KCIICPTa 00 y4aCcTur B MPOBCACHHUHN ACMOHCTPALIMOHHOI'O 3K3aMCHAa

ThIOTOpPA (ACCUCTEHTA).

TpeGoBaHue K MPOAOTKHTETLHOCTH IEMOHCTPAIIMOHHOIO IK3aMeHA

[Tpo10IKUTEIBHOCTD JIEMOHCTPAIIMOHHOTO 04:00:00
sk3aMeHa (He Goiee)?
TpeboBanus K cOaePRAHUIO
MonayJb 3aganus®
a A Ilepeyenn

(BUI IEATEIBHOCTH,
BU/L
npodeCCHOHATBHON
JESITEBHOCTH)

Hepeqenb OIICHUBAaCMbIX
MK (OK)

OLIEHMBAEMBbIX YMEHHU i
M HABBIKOB /
HPAKTHYECKOI0 OINbITA

1 2

3

4

1 Brimonnenue  pabot
0 TPOSKTHPOBAHHIO

CETEBOU
UHPPACTPYKTYPHI

IIK. BpINOAHATE IPOEKTUPOBAHUE
KaOenpHOU CTPYKTYPBI
KOMITBIOTEPHOM CETH.

K.
TE€XHOJIOTUM, HWHCTPYMEHTAJIbHBIX
CPEICTB u CpEICTB
BBIUMCJIUTEIBHON TEXHUKH IIpU
mpouecca

Ocy1iecTBIsITH BBIOOD

OpraHu3aIu
pa3pabOTKM W HUCCJIECIOBAHMS
00BEKTOB npodeccnoHanbHOMN

JACATCIIBHOCTH.

Hmemv  npaxkmuueckuii
onvim:
IIpoexTupoBath
APXUTEKTYPY JOKaIbHOU
CETU B COOTBETCTBHM C
OCTaBJIEHHOU 3aJ1auei.
HactpauBats
KOMMYTAalHIO B
KOPIIOPAaTUBHOM CETH.
Hacrtpausate anpecanuro
Oaze
VLSM,

B CETH Ha

TEXHOJIOTHH
NAT u PAT.
HacrtpauBarh npoTOKOJIbI
JIUHAMHYECKON
MapHIpyTHU3ALNHI

Ymems:

IIpoexTupoBaTh
JIOKAJIBHYIO CETh.
Hacrpausats CTEK
nporokonoB TCP/IP u
HCITOJIb30BAaTh
BCTPOCHHBIE  YTHJIATHI
ONEPAMOHHON CUCTEMBI
JUISt JIMAarHOCTUKHU

2 B akaJieMHU4ecKuX Jacax.
3 B cootBerctBun ¢ ®I'OC CIIO.

4 HanmeHOBaHHEe MOJIYJIs 3a/JaHUS COBIA/IAET C BHIOM NpodeccuonansHoit aestensroctn (OIOC CII0).
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paboTocrnocoOHOCTH
CeTH.

IIpuMeHATH  aJIrOPUTMBI
MOUCKA KpaTyauuero
MyTH.
Opranuzanust K. AIIMUHUCTPUPOBATH | Mmems  npakmuyeckui
CETEBOI0 JIOKaJIbHbIE BBIYUCIUTEIbHBIE CETH | ONbIM:
aJMUHUCTPUPOBAHUS | U IIPUHUMATh MEpbI no | HactpauBate cepep u

YCTPaHEHUIO BO3MOXHBIX COOEB.
ITIK. AJIMUHUCTPUPOBATH CETEBBIE

pecypcbl B HMH(DOPMAIIMOHHBIX
CHUCTEMax.
ITK. B3aunmoneiictBoBaTh co

CHEIHATHCTAMH CMEKHOTO
npoduIs Ipu pa3paboTKe METOIOB,
Cpe/CTB u

IMPUMCHCHHA

TEXHOJIOTUN
00BEKTOB
pohecCuOHANBHON e TENbHOCTH.

paboure CcTaHIUU s
Oe3omacHOil  mepenaun
uHpOpMaLnu.
Hacrpausarts ynaneHHbIN
JOCTYII.

[IpoekTupoBaTh
CTPATEeTUI0 pa3pelleHUs
UMEH.

OpraHu3oBbIBaTh u
MPOBOJIUTH MOHUTOPHHT
U TIOJIIEPKKY CEPBEPOB.
IInanupoBaTh u
BHEJPSTH ¢aitnoBsie
XpaHWJIHUIIA M CUCTEMBI
XpaHEeHHUs JAHHBIX.
Buenpsars
HH(PACTPYKTYPY
OTKPBITBIX KJIIOYEH.
Web-

VYcra"naBiuBaTh
cepaep.

Ymemu:
AJIMUHUCTPUPOBATH
JIOKAJIbHBIE
BBIYMCIIUTEIIBHBIE CETH.
ONEPALMOHHON CUCTEMBI.

YcraHaBiIuBaTh
MH(OPMaLIMOHHYIO
CUCTEMY.
Perucrpuposars
MOJIKJIIOUYEHUE K IOMEHY,
BECTH OTUYETHYIO
JIOKYMEHTAIUIO.
ObecrieunBaTh  3alUTy
IpU  MNOJAKIIOUEHUH K
MH(}OPMaLIOHHO-
TEJIEKOMMYHUKAaLlMOHHON
CeTH "NutepHer”
CpelICcTBaMu

ONEPallMOHHONW CHCTEMBI.




3 | Dxcmmyartanus IIK. YcranaBnuBath, HacTpauBaTh, | Mmemsv  npakmuueckuil

00BEKTOB CETEeBOM | AKCIUTYyaTHUpPOBaTh W OOCIYXUBATh | Onblm:
UHPPACTPYKTYPHI TEXHUYECKHE U  NporpaMMHO- | BHenpsaTh  TexHoioruu
arrapaTHble cpeacrsa | VPN.
KOMIIbIOTEPHBIX CETEH. OOecnieunBaTh  3aIlIUTY

IIK. YcranaBiuBarh, HaCTpauBaTh, | CETEBBIX YCTPOHCTB.
AKCIUTyaTUPOBAaTh M OOCIYXKMBATh
ceTeBble KOH(UTYpaIIH. Ymemn:

OnucelBaTh KOHILENLMU
ceTeBoil 6e30MacHOCTH.

OnuceIBaTh
COBpPEMEHHBIE
TEXHOJIOTUHI "
aApPXUTEKTYPHI
0€30MaCHOCTH.

Tpeb6oBaHus K OLIECHUBAHUIO

MakcuManbHO ~ BO3MOXKHOE  KOJIMYECTBO 100
OaJioB
Monyab 3agaHus

Ne (BUI eI TEIIBHOCTH, BH/T .

. Kpurepuii oueHuBanus® banabl
n/n npodeccuoHaIbHOM
NESTETLHOCTH)

1 2 3 4
Bremonnenne pabotr mo | BeimonHenue MPOEKTUPOBAHUS
MPOEKTUPOBAHUIO CETEBOU | KaOeIbHOUM CTPYKTYPHl KOMIIBIOTEPHOI
UH(PPACTPYKTYPHI CeTH.

OcymiecTBieHre BbIOOpa TEXHOJIOTHH,
1 WHCTPYMEHTAJIBHBIX CPEJCTB U CPE/ICTB 16,00
BBIYHCITUTEILHOM TEXHHUKH npu
OpraHu3aly Tpolecca pa3paboTKu U
WCCIIETIOBAHMUS 00BEKTOB
poecCHOHANBEHOM e TENbHOCTH
Opranuzanus CETeBOro | AJIMUHUCTPUPOBAHHE JIOKAJIbHBIX
aAIMUHUCTPUPOBAHUS BBIUMCIUTENBHBIX CETe W TMPUHITHE
MEp IO YCTPAaHEHHI0 BO3MOXKHBIX
5 cboes. 67.00
AJIMUHUCTPUPOBAHUE CETEeBBIX
pecypcoB B MH(OPMaLMOHHBIX
CUCTEMaX.
BiaumopeiictBue co crnenuamucTamu

% ®opMyIMpOBKa KPUTEPHS OLIEHUBAHMS COBIA/IAET C HAMMEHOBAHMEM PO(ECCHOHANBHOM (001Iel) KOMITETEHIMH
Y HAUMHAETCS C OTIJIAroJIbHOTO CYIIECTBUTEIBHOTO.
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CMEXHOro Tpoduis Npu pa3padoTke

METOJIOB, CpPEACTB U  TEXHOJOTHUU

IPUMEHEHHUS 00BEKTOB

npoeCCUOHATBLHOMN 1eATEILHOCTH.

OKkcrutyaTanuss ~ OOBEKTOB | YCTaHOBKA, HACTPOWMKA, SKCIUTyaTalus
ceTeBOil MHQPACTPYKTYphl | U OOCIy’)KUBAaHHE TEXHHUYECKHX U
IPOTPaMMHO-aIapaTHBIX CpeAcTB
3 KOMITbIOTEPHBIX CETEH. 17,00
VYcraHoBKa, HAacTpOMKa, JKCILTyaTalus
u o0CTyKUBaHUE CETEBbIX
KOH(HUTyparui.
Hroro 100,00
PeKOMeH)IyeMaﬂ cxeMma nmepesoaa pe3yjabTaToB ACEMOHCTPAIIUOHHOTI'0
IK3aMeHAa U3 CTO0A/UIbHOI HIKAJIbI B IATHOAIBHYIO:
Ounenka
«2» «3» «4» «5»
(mATHOAMILHAS IIKAJIA)
1 2 3 4 5
Ounenka B 0aj1ax 0,00 — 20,00 — 40,00 — 70,00 -
(cToda/uIbHAs IIKAJIA) 19,99 39,99 69,99 100,00

1.2. TlepeyeHb 000py10BAHMS M OCHALLIEHHUS, PACXOHBIX MATEPUAJIOB,
cpeacTB 00y4YeHHMsI U BOCITUTAHUS

IlepeyeHb HHCTPYMEHTOB WM 000PY/10BAHUS

Ne HanmenoBanue HHCTPYMEHTA MunumajibHbIe

n/n WJIN 000pyAOBAHMA XapaKTepUCTUKHU

1 2 3
LITY:
- MUHUManbHasg Oa3oBas TakToBas uactora 2.0
[T,
- KOJIMYECTBO (pU3MUECKUX sep He MeHee 2;
- KOJMYECTBO IIOTOKOB HE  MeHee ©;

1 ITlepconanbubiii  kommbroTep B | O3V:

cOope i HOyTOYK - obbeM HE MEHee 8 I'6;

I13V:
- SSD/SSHD/HDD o6vemoMm He MeHee 256 1°0;
ceTeBou ajanrep:
- texHonorus Ethernet crangapra 100BASE-T
n/mim 1000BASE-T;

5 T T—— XapakTepUCTUKU TMO3UIMH — Ha YCMOTpPEHHE

o0pa3oBaTenbHOI OpraHu3aluu
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KoBpuk st  KOMIBIOTEpHOMU

MBI

XapakTepuCTUKU TMO3UIMH — HA YCMOTPCHHE
o0pa3oBaTeNnbHON OpraHu3anun

Knasuarypa

XapakTepUCTUKM TO3ULMM — HAa YCMOTPEHHE
0o0pa3oBaTesbHOI OpraHu3aluu

KomnberoTepHbliii MOHUTOD

KK ¢ nuaronansto He MeHee 19" (st HoyTOyka
He meHee 13")

Kommnexkt wuHTepdeiCcCHBIX U

CWJIOBBIX Kabenen

XapakTepUCTUKU TMO3UIMH — HA YCMOTPEHHE
00pa30BaTesIbHOI OpraHu3anuu

IIpoexrop

XapakTepUCTUKU TMO3UIMH — Ha YCMOTPEHHE
00pa30BaTesIbHOI OpraHu3anuu

DKpaH i IPOeKTOpa

dopmar JKpaHa: 16:9
Munumanenbie radaputsl (I x B): 2400 x 1350
MM

Wntepdeiicupiii  kabenp  uis

MOJKJIFOYEHUS IPOEKTOPA

XapaKkTepuCTUKNA TMO3UIMH — HA YCMOTPEHHE
00pa3oBaTesIbHOI OpraHu3anuu

Buneokamepa (oqHa unu Oosee,

IP wnmun USB, Pa3pemenne He menee 1280x720
nkc, cxarue MP4, nogaepxkka nmoroka RTSP mo

10 npu HEO0OXOUMOCTH . .
CCBUIKE, IIUPOKOYTOJIbHBII 00BEKTHB, OXBAT BCel
TPAHCIIAINHN)
IUIOINAKHI
[IporpaMmMHOe  obecrieyeHHE  ONEpaLlOHHAs
11 I1O onepanuonHas cuctema cuctemMa ¢ TIpadUyecKUM MO0JIb30BATEIbCKUM
uHTepdeiicom
[TporpamMHOe oOecriedeHre I JAOCTYNa K CETH
12 1O Beb6-6paysep porp i
HNuTepuer
[TporpamMHo-annapaTHast
iatdopma IPEIOCTaBICHUS
13 Tun Ha ycMOTpeHue opraHu3aropa
pecypcos BBIYHMCIICHHUS,
XpaHEHHS U Tepelaud JaHHBIX
Komnerotep/HOyTOYK/TIpOUee ¢ BO3MOKHOCTHIO
. nepenaun noroka He meHee 1280x720 25 k/c ¢
VYcrpoiicTBO  Ans BeUIaHUsA
BO3MOXKHOCTBIO ~ ammaparHoro cxarus H264
TPAaHCIALIMM B MHTEpHET (Ipu
13 CKaTUSl W TPAHCIALMU B PEAIbHOM BpPEMEHH
HEOOXO/IMMOCTH TPAHCIALUU) C
HEO0X0/IMMOTr0 KOJIM4YecTa Kamep, MporpaMMHOE
npeaycTaHoBieHHbIM 110
oOecrieyeHue Uig OOecleYeHUs: TPAHCISILIMU Ha
HEO0OXOMMYIO TUIOMIAAKY TPAHCIISIIUMA
Munumanesbie rabaputsl (B x LI x I'): 730 x
14 OducHblii cTon P ( )
1400 x 600 mm
Marepuan OOUBKH: TKaHb
15 K . MuHUManbHbIE BHYTPEHHHE Ta0apuThl CHIICHBS
OMITBIOTEPHBIN CTYII
P Y B x I x I): 450 x 450 x 450 mM
MaxkcumanbHas cratudeckas Harpyska: 100 kr
. | XapakTepucTUKH TMO3ULHUU — HA YCMOTpPEHHUE
16 Orserymuresnb yriieKUCIOTHBIN .
o0pa3oBaTesbHOI OpraHu3anuu
XapakTepUCTUKH TO3ULIMM — Ha YCMOTpEHHE
17 Anreuka P P 4 P

o0pa3oBaTenbHOI OpraHu3aluu
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18 [Togxmrouenue K 3iexTpoceTd | HeoOxoaumo moakiioyeHne He MeHee 3 po3eToK
220B 220B K Ka)XIOMy MeCTy
19 [Tonkmouenue k cetn MuTeprer | becnpoBoaHoit wiu mpoBoaHO# noctym, 20 Mbps

IlepeyeHb pacxoaHbIX MATEPUATIOB

Ne /i HanmenoBanmne pacxoIHbIX MuHUMaIbEHEIS
MaTepuajioB XapaKTEPUCTUKHU
1 2 3
1 Bymara nist nmeyatu ¢popmara A4 | 1 mauka
2 Pyuxka 20 mT

1.3. IliaaH 3acTPOHKH MJIOIIAJAKH J1€MOHCTPAIIMOHHOI0 IK3aMeHa

[l1an 3acTpOVKM IUIOMIAJKH IIPEICTABJIECH B MPUJIOXKECHUU K HACTOAILIEMY
ToMy Ne 1 OIIEHOYHBIX MaTEpHalOB JAEMOHCTPAIMOHHOTO »K3aMeHa 0a30BOro

YPOBHSI.

TpeOoBaHus K 3aCTpPoOiiKe MJIOIIAJAKH

Ne HaumenoBanue TexHn4YecKne XapakTEePUCTHKH
n/n

1 2 3
1. Ocgelienue YpoBenb ocBemeHHoCcTH: He MeHee 300 JIk

HopwMma Bo3nyxooOMmeHa u3 pacueta Ha | yemoBeka B yac: 20
M3/9 it aynutopuil U ydeOHbIX kiaccoB: 80 m3/a — mis
2. BenTunsus CIIOpPT3aJIOB.

Min. u max. t Bo3nyxa — 16°C u 22°C cOOTBETCTBEHHO.
[TpenenbHO gonycTuMbIi ypoeHb myma — 110 nb.

OTtaenounble MaTepuaibl JIOJKHBI OBITh BBIIOJHEHBl M3
3 Mo MaTepuaros, o0JIaJjafoIuX CTOMKOCTBIO K BO3MOXKHBIM
BO3/JCHCTBUSM BJIarM, HU3KUX U BBICOKUX TeMIepaTyp,
arpeccUBHOM cpejibl M IPYTUX HEOJIAronpusTHBIX (PaKTOPOB

4. DNIEKTPUIECTBO 220 B, moaBo K Kaxa0My pabodemMy MeCTy

1.4. TpeGoBaHMS K COCTABY IKCNEPTHBIX I'PYIIT

KonuuectBeHHbI COCTaB AKCIIEPTHOU TPYIIIbBI ompeIeIsieTCs
oOpa30oBaTeNbHON OpraHu3aluei, WCXOAs W3 YHCIa CHAIONUX OJIHOBPEMEHHO
JIEMOHCTPAIIMOHHBIA HK3aMEH BBIMYCKHUKOB. OJWH SKCOEPT JOHKEH HUMETh
BO3MOXXHOCTh OIIEHUTb PE3yJIbTaThl BHITIOJHEHUS 3aJaHUS BBIMTYCKHUKOB B TIOJIHOM

MCPC COIJIACHO KPpUTCPHUAM OLCHHBAHUI.
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KoanuecTBO T1aBHBIX OKCIICPTOB HA ACMOHCTPAITMOHHOM 5K3aMCHC 1

MuHnManbHOE (PEKOMEHI0BAHHOE) KOJTMYECTBO IKCIIEPTOB 1
Ha | BBINYCKHMKA
MunnmanbHoe (PEKOMEHI0BAHHOE) KOJIMYECTBO HKCIIEPTOB 3

Ha 5 BBITYCKHUKOB

1.5. WHCTpYKUHA MO TeXHUKE 0€30MIACHOCTH

1. TexHUYecKui AKCIepT MOJA MOJNUCHh 3HAKOMUT TJIaBHOTO SKCIEpTa,
YJICHOB HKCIEPTHOM TPYIIbI, BBITYCKHHUKOB C TPEOOBaHUSIMU OXpaHbl TpyJa U
0€30MacHOCTH MPOU3BOCTBA.

2. Bce y4acTHHKM AEMOHCTPAlMOHHOTO 3K3aMEHa JIOJKHBI COOJII0JATh
YCTaHOBJICHHBIE TpeOOBaHMA MO OXpaHe Tpyda ©  MPOU3BOJACTBEHHOU
0€30MacHOCTH, BBHIMONHITh YKA3aHUSA TEXHHUYECKOTO JKCIEepTa MO COOIIOICHUIO
yKa3aHHBIX TPeOOBaHUIA.

HNucTpyknus:

[lepen Havamom pabOTHI YYACTHUKH JIOJDKHBI BBITIOTHUTH CIIEIYIOIIEE:

1. Bce ydacTHUKHM NOJKHBI O3HAKOMHUTBCS C WHCTPYKLMEH IO TEXHHUKE
0e30MacHOCTH, C TUIAaHAMHU SBaKyallid TMPH BO3HUKHOBEHWHU IM0XKapa, MECTaMH
PAaCIOJIOKEHUSI CAaHUTAPHO-OBITOBBIX TMOMENICHUN, MEAUIIMHCKUMU KaOWHETaMH,
MMUTHEBOU BOJIBI

2. [ToaroroBuTh pabouee MeCTO:

- OCMOTpETh pabouee MeCTO Ha MpeIMeT HaJW4Ms [OCTOPOHHUX
MIPEIMETOB W BUTUMBIX HEHCTIPABHOCTEI;

- MPOBEPUTH MPABWIBHOCTh YCTAHOBKHM CTOJA, CTYJa, MOJCTABKU IO
HOTH, yroJl HAKJIOHA SKpaHa MOHHUTOpA, TOJOXKEHUS KIaBHATypbl B MEJSIX
UCKJTIOYCHHSI HEYIOOHBIX 03 M JUIUTEIBHBIX HampshkeHuid Tena. Oco0o oOpaTuTh
BHUMaHUE Ha TO, YTO JUCIUIEH MOJIKEH HAaXOJIUThCS Ha pacCTOSHUU He MeHee S50
cM OT a3 (ontuManbHO 60-70 cm);

- IPOBEPUTH NMPABUIBHOCTH PACIIONIOKEHUS 000pyA0BaHNUS;

- Ka0enmu JJIEKTPONMUTAHUS, YIJIWHUATEIH, CETEBBIC (PMIBTPHI JTOJKHBI

HaXOJUTKCS C ThUIbHOM CTOPOHBI paboyero MecTa;
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- yoenuTecs B TOM, uTo Ha ycrpoicrBax IIK (cuctemubiii OJOK,
MOHUTOp, KJABHATypa) HE pacIojiaraioTcsi COCYIbl C KUJIKOCTSAMH, CHITYYUMHU
MaTtepuanamu (4ai, kode, COK, Boja 1 1p.);

- MIOATOTOBUTH HEOOXOMMBIE JIsi PabOThl MaTepuaibl, IPUCIOCOOJICHUS, U
Pa3NOKUTh UX HA CBOM MECTa, yOpaTh ¢ paboYero cToJia BCe JTUITHEE.

3. Byuuth conepkanue v MOPSI0K MTPOBEACHIS MOIYJICH 3a/IaHUs, a TAKXKE
Oe3omacHble PUEMbl UX BbINOJHEHHUA. [IpoBepuTh MPUTrOAHOCT, UHCTPYMEHTA U
000pyI0BaHUS BU3YaJIbHBIM OCMOTPOM.

4. Y4YacTHHKY 3ampeniaeTcsi MPUCTyNaTh K BBHINOJHEHUIO 3a/laHus TpH
OOHapy>KeHUH HEUCIPABHOCTU MHCTPYMEHTa Ui 000pynoBaHus. O 3aMEUEeHHBIX
HEJI0OCTaTKaX W HEUCIPABHOCTSAX HEMEMJIEHHO COOOIMUTh OKCIEePTy H 0
YCTpaHEHHs HEMOJAJ0K K KOHKYPCHOMY 3a/IaHHUIO HE MPUCTYIATh.

5. Ilpu BbIOTHEHHMH 3aJaHUN Y4YaCTHUKY HEOOXOAuMO CoOJII0AaTh
TpeboBaHUs 0€30MACHOCTH MPHU UCIIOIB30BAHUU HHCTPYMEHTA U 000pYI0BaHUS:

- coJiep>KaTh B MOPSJIKE U YUCTOTE paboyee MeCTo;

- CIEIUTHh 3a TEeM, YTOObI BEHTWISAIMOHHBIC OTBEPCTHS YCTPOMCTB
HUYEM He ObUIH 3aKPBITHI;

- BBITIOJIHATh ~ TPeOOBaHUS  WHCTPYKIIMKM  TIO  OKCIUTyaTaIluu
000opy1I0BaHUS;

- COOJTI0/IaTh, YCTAHOBJICHHBIC PACTHCAHUEM, TPYIOBBIM PaCIOPSIKOM
pEerJIaMeHTHPOBAHHBIC TEPEPBIBBI B  padOTe, BBIMONHITH PEKOMEH/IOBAHHBIE
buszndecKue yrnpaxHeHusl.

3anpemaeTcs:  OTKIIOYATh MW MOAKIOYaTh UHTEp(delcHble Kabenu
nepudepuitHbIX YCTPONCTB; KJIacTh Ha YCTPOMCTBAa CPEACTB KOMITBIOTEPHOU U
OpPITEeXHUKU OyMaru, Mamkv W MpOoYre MOCTOPOHHUE MPEIMETHI; MPUKACATHCS K
3aJIHCH TaHEeNIM CUCTEMHOTO Ojoka (Tpoleccopa) MpH BKIIIOYCHHOM TMHTAHWM,
OTKJIFOYATh JJICKTPONUTAHWE BO BpPEMs BBINMOJHEHUS IPOTPaMMBI, IPOIIEcca;
JIOTYCKaTh TMOMAaJaHue BJard, TPS3H, CHITyYUX BEMISCTB HA YCTPOMCTBA CPEICTB
KOMITBIOTEPHOH W OPTTEXHHWKHW; IPOU3BOJIUTH CAMOCTOSITCIIBHO BCKPBITHE U

PEMOHT OO0OpYAOBaHMS; MPOU3BOAUTH CAMOCTOSTEIHLHO BCKPBITHE M 3alPaBKY
12



KapTpUKeH TNPUHTEPOB MWJIM KOMUPOB; paboTaTb €O CHATBIMH KOXYXaMH
YCTPOHCTB KOMITBIOTEPHOM U OPTTEXHUKH.

6. [Ipu BeIONHEHUU 3a7aHUl U YOOpKe pabodynx MecT: HEOOXOAUMO OBITH
BHUMATEJILHBIM, HE OTBIEKAThCS MOCTOPOHHMMHU pPa3roBOpaMH U JellaMH, He
OTBJIEKaTh JIPYTMX YYaCTHUKOB; COOIIOAaTh HACTOSIIYI0 HHCTPYKIINIO; COOII0aTh
IpaBWia dKCIUTyaTallud OO0OpYyIOBaHHUS, MEXaHU3MOB U HHCTPYMEHTOB, HE
HOJIBEPraTh UX MEXaHUYECKUM yJapaM, He JOIYCKaTh MaICHHA.

7. Tlpu HeWcnpaBHOCTH HWHCTPYMEHTa U OOOPYIOBaHUS — MPEKPATUThH
BBIMIOJIHEHUE 3aJlaHUsl M COOOUIUTh 00 ATOM OKCHEpPTy, a B €ro OTCYTCTBUE

3aMCCTHUTCIIIO I''IaBHOI'O BKCHepTa.

1.6. Oo6pa3en 3aganusi

Moay.asb 1: BeinosiHeHne padoT 10 NPOEKTHPOBAHUIO CeTeBO MHPPACTPYKTYPHI

3ananue moay.as 1:

Left Internet Right

a & =, il
e

WEB-L SRV CLI WEB-R

@ External-L @ External-R @
N S— N
ISP

RTR-L RTR-R

Pucynok 1. Tonomorus

1. BbInosHeHNe NPOEKTHPOBAHUS KA0eJIbHOI CTPYKTYPbI KOMIILIOTEPHOIi CeTH.

BupryanbHbie MAIIMHBI 1 KOMMYTALNUSA

Heo6x0auMO BBINOJIHUTG CO3/1aHUE U 0a30BYI0 KOH(UTYPALMIO BHPTYAIbHBIX MAIIHH.

1.1. Ha ocnoBe mpenocraBineHHbIx BM wmm mabionoB BM co3zpaiite oTCyTCTBYROIIHE
BHUPTYaJIbHbIE MAIIMHBI B COOTBETCTBUU CO CXEMOM.

a. Xapaktepuctuku BM yctanoBure B coorBerctBuu ¢ Tadauueii 1;

b. Kommyramnuio (eciau TakoBasi He BBIINOJIHEHA) BBIIIOJIHUTE B COOTBETCTBHH CO CXEMOM
CeTH.

1.2. NimeHa XocTOB B CO3JaHHbIX BM 10/KHBI OBITH YCTAHOBJIEHBI B COOTBETCTBUH CO
CXEMOH.
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1.3. Anpecanust nomkHa OBITH BBITIOJIHEHA B COOTBETCTBUHU ¢ Tadnureit 1,
1.4. ObecnieubTe BM [ONONMHUTENBHBIMH JIHUCKAMH, €CIM TaKOBOE HEOOXOIUMO B
coorBercTBuu ¢ Tadaumen 1.

Tabnuna 1. Xapakrepuctuku BM

%IK/}I OoC o3y K;);;;O IP-anpeca JlomoHUTETEHO
4.4.4.100/24
RTR- L Debian1l | 216 2 192.1682.200.254/
Cisco CSR 4
5.5.5.100/24
RTR- R Debian11 | 216 2 172.16.120.254/2
Cisco CSR 4
. I[OHOHHI/ITCHBHBIC
SRV Windows AT6 4 192.168.200.200/ JE—
Server 2019 24
2mrmno 210
WEB-L | Debian1l |21 2 192168200100/
WEB-R | Debian1l |21 2 17216100100
4.4.4.1/24
ISP Debian 11 210 2 5.5.5.1/24
3.3.3.1/24
CLI Windows 10 4 4 3.3.3.10/24

2. OcymecTBjieHHe BbIOOPAa TEXHOJIOTMU, HHCTPYMEHTAJBHBIX CPEJACTB M CPEACTB
BbIYMCJIUTEJIbHOH TEXHUKH IPH OPraHM3alUH IMpouecca pa3padoTKM W HCCIeT0BAHUS
00beKTOB NPOdecCHOHAIBLHOM AeATeIbHOCTH

CereBasi CBSI3aHHOCTDH
2.1. HacrpoiiTe cTaTWudecKkuii MapmipyT 10 YMOJYaHUIO Ha Mapmpytuzaropax RTR-L u
RTR-R.

2.2. Hacrpoiite nuHaMHUYECKYIO TpaHCAnuio noptoB (PAT):

- Ha mapmipytuzarope RTR-L nactpoiite tunamMndeckyto Tpancisnuio noptoB (PAT) nns
cetn 192.168.200.0/24 B cCOOTBETCTBYIOIIHE aapeca UCXOAIIero nuTepdeiica

- Ha mapmipytuzarope RTR-R nactpoiite nunamuueckyto tpancnauuto noptos (PAT) ans
cetu 172.16.100.0/24 B COOTBETCTBYIOIINE aIpeca UCXOAIEr0 nHTepderca.

Konurypauus BUPTYaJbHBIX YaCTHBIX CeTel

2.3. Mexny mnarpopmamu RTR-L u RTR-R nomkeH ObITh ycTaHOBIEH TYyHHEIb,
MO3BOJIIOIINN OCYIIECTBIISATh CBSI3b MEKY PETHOHAMHU C IPUMEHEHHEM BHYTPEHHUX aJpPECOB CO
CIIEYIOIMMHU NTapaMeTpaMHu:

a) MHcnons3yiite B kauectBe VTI untepdeiic Tunnell

b) Mexny mmarpopmamu J0MKEeH OBITH YCTAaHOBIICH TYHHENb, IO3BOJISIOIIUIA

OCYHUICCTBJIATDH CBA3b MCKAY PETHOHAMU C IPUMCHCHUCM BHYTPCHHUX aJIpECOB

Hacrpoiika MapmpyTu3anuu
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2.4. HacrpoiiTe tTuHaMHYeCKyI0 MapiipyTuzanuio mexay miarpopmamu RTR-L u RTR-
R.

2.5. Tpaduk, uaymmii Mo TYHHETI0 MEXIy pPErHOHaMM IO BHYTPEHHHM ajpecam, He
JOJIKEH TPaHCIUPOBATHCA.

MO)Iy.]'[L 2: Opraﬂmaunﬂ CETEBOIo aIMUHUCTPUPOBaAHUSA

Tabauua 2. DNS-3anucu 301

30Ha Twun 3anmcu Kirou 3HaueHHE
demo.wsr A ISP 3.3.3.1
A WWW 4.4.4,100
A WWW 5.5.5.100
CNAME internet ISP
int.demo.wsr A web-I 192.168.200.100
A WEB-R 172.16.100.100
A SRV 192.168.200.200
A rtr-1 192.168.200.254
A rtr-r 172.16.100.254
CNAME webapp web-I
CNAME webapp WEB-R
CNAME ntp SRV
CNAME dns SRV

1. AAMHHHCTPHMpPOBAHHE JIOKAJIbHBIX BHIYMCINTEIbHBIX ceTell M NMPUHIATHE Mep 10
YCTPAHEHHIO BO3MOKHBIX c00eB

CereBasi CBSI3HOCTD.

B pamkax maHHOTO MOIyJst TpeOyeTCst 00eCTIeYUTh CETEBYIO CBSI3HOCTh MEXK/Y PETHOHAMU
paboThI MPUIIOKEHHUS, a TaKKe obecriednTh BbIxo BM B umutupyemyto cets “VHTEpHET”.

1.1. Cetn, noakmoueHHble K ISP, cunTaloTcsi BHCITHUMH:

- 3anpenieHo npsMoe nomnaganue Tpapuka U3 BHYTPEHHHUX ceTel BO BHEIIHUE U HA000POT;

1.2. O6ecneubTe HacTPOUKY ciry:x0 SSH pernona Left:

a. IloaxitoueHHs cO CTOPOHBI BHELUIHHUX CEeTEl MO MPOTOKOIY K IIIaTGOpMe yIpaBIeHUs
tpadpukoM RTR-L Ha nopt 2244 nomkHel ObITh IepeHanpaBieHsl Ha BM Web-L;

b. TloakiroYeHuUsI CO CTOPOHBI BHEIIHUX CETEH MO MPOTOKOIY K IUIATPOpME YIIpaBICHHS
tpapukom RTR-L Ha mopt 2222 nomxHbl ObITh epeHanpasieHsl Ha BM WEB-R.

2. ATMMHHCTPHPOBAaHHE CETEBBIX PeCypcoB B HH(POPMALMOHHBIX CHCTEMAaX

HNudpacTpykrypHbI€ CIIyKOBI.

B pamkax maHHOro MOIyas HEOOXOIMMO HACTPOUTH OCHOBHBIE HH(PACTPYKTYPHBIC
CIy’)KOBI M HACTPOUTH TpezcTaBiIeHHbIe BM Ha mpuMeHeHWe ITHX CIyXO Ui BCEX OCHOBHBIX
GyHKIHIA.

2.1. BemonHuTe HaCTPOHKY mepBoro ypoBHss DNS-cuctemsr crenaa:

a. Ucnoneizyercs BM ISP;

b. OO6cnyxuBaercs 30Ha demo.wstr.

HamonHeHne 30HBI TOJDKHO OBITH pealM30BaHO B COOTBETCTBUM ¢ Tabmimueii 2,
Cepsep nenerupyet 301y int.demo.wsr va SRV;

(@) 1
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- Ilockompky SRV HaxoauTcss BO BHYTPEHHEH CETH 3amajJHOTO PETHOHA,
JIEJIETUPOBAHUE TIPOUCXOANUT HA BHEIIHUN aJpec MapIIpyTH3aTOpa NaHHOTO PErHoHa.

- MapumpyruzaTop peruoHa J0JDKEH TPAHCIMPOBATH COOTBETCTBYROIIME MOpThl DNS-
ciry>k0bI B TOpTHI cepepa SRV.

d. Buemmnuii kiment CLI nomken ucnosnp3oBath DNS-ciyx0y, passepuyryio Ha ISP, mo
YMOJIYaHHUIO;

2.2. BeimosiHATE HACTPOUKY BTOporo ypoBHst DNS-cuctemsr crenaa;

a. Ucnonpzyercs BM SRV,

b. O6cnyxuBaetcs 30Ha int.demo.wsr;

- Hanonnenue 30HBI TOJDKHO OBITH peajn30BaHO B COOTBETCTBUU ¢ Tabmuieil 2;

c. OOciyxuBaroTcsi 00paTHBIC 30HBI ISl BHYTPEHHHUX aJJPECOB PETHOHOB

- Hmena mgns paspemieHusi oOpaTHBIX 3amuced ciemyer Opath w3 TaOmwuiml 2;

d. CepBep nmpuHMMaeT PEKypCHBHBIC 3alpPOChI, MCXOJIIKE OT aJpecOB BHYTPEHHHUX

PETHOHOB;

- OOcnyxuBaHHWE KJIMEHTOB(BHEIIHUX W BHYTPEHHHX), OOpalAlONIMXCAd K K 30HE
int.demo.wsr, TOJKHO MPOU3BOIUTCS 0€3 KaKUX JIMOO OrpaHHMUYCHUH 110 aJpecy UCTOYHUKA,

€. BHyTpeHHHe XOCTBI PErMOHOB (paBHO Kak M IIaT(opMbl ynpaBiieHUs Tpadukom)
JIOJKHBI MCTO0JIb30BaTh JaHHYI0 DNS-cinyxOy 1 pa3pelieHns Bcex 3apocoB UMEH;

2.3. BolnonHuTe HACTPONKY MEPBOTO YPOBHS CUCTEMbI CHHXPOHHU3AIIUN BPEMEHHU:

a. Ucnons3yercs cepsep ISP.

b. CepBep cunTaet COOCTBEHHbIH HCTOYHHK BPEMEHHU BEPHBIM, Stratum=3;

c. Cepsep momyckaeT MOJIKIIOYCHHE TOJIBKO Yepe3 BHEIIHUHN aipec COOTBETCTBYIOIIECH
w1aTopmbl yripaBieHUs TpapuKoOM;

- TMompasymeBaercs obpamenue SRV st CHHXpOHH3AIMKA BPEMEHHU;

d. Kuuent CLI momkeH ucmnonb3oBath Ciry:x0y Bpemenu ISP;

e. BrmonnuTe KOHUTYpaLUIO CITy)OBI BTOPOTo ypoBHS BpeMeHH Ha SRV.

a. CepBep CUHXpOHU3UPYET BpeMs ¢ xocToM ISP;

- CHUHXpOHM3AIHSI C IPYTUMHU HCTOYHUKAM 3aIPeIcHa;

b. CepBep mo/KeH J0MycKaTh 0OpaIleHUs] BHYTPEHHUX XOCTOB PETHOHOB, B TOM YHCJIE U

1aTdopM yrpaieHus TpadhuKoM, Uil CAHXPOHHU3ALUU BPEMEHH;
C. Bce BHyTpeHHME XOCTBI(B TOM YUCIIE U TUIATGOPMBI YIIPABICHHS TPAPHUKOM) TOJIKHBI
CHUHXPOHHU3UPOBATh CBOE BpeMs ¢ SRV,

2.5. Peanuzyiite daiinoserit SMB-cepsep Ha 6aze SRV
a. CepBep I0DKEH MPEAOCTaBIATH AOCTYN JUIis ooMeHa Qaiinmamu cepsepam WEB-L u

WEB-R;

b. Cepsep, B 3aBucumoct 0T OC, HUCMONB3YET CIACAYIONIME KATAJOTH IS XpaHCHHUS
(aiinos:

— Imnt/storage nns cuctema Ha 6ase Linux;

—  Jluck R:\ mast cuctem Ha 6aze Windows;
C. XpaHeHue (aioB OCYIIECTBIAETCS Ha JUCKE (CMOHTHPOBAHHOM IO YKa3aHHBIM

BBIIIIE a/IpecaM), peain30BaHHOM 110 TexHosioruu RAID tuna “3epkano’;

2.6. Cepsepa WEB-L 1 WEB-R momxHabI ncrionbs3oBath ciryx0y, HacTpoeHHYI0 Ha SRV,
Juist oOMeHa (aiiamMu Mexay coOoii:

a. Cuyxb6a daitmoBoro oOMeHa JOHKHA MMO3BOJISITH MOHTHPOBAHUE B BUJI€ CTAHAAPTHOTO
kaTajnora Linux;

- Pasnmensiemblii karanor HOJDKEH OBITh CMOHTHPOBAaH IO ajpecy /opt/share;
b. Karamor momkeH MO3BOJIATh YAAIATh M CO37daBaTh (aiasl B HEM JUIT BCEX
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MMOJIL30BaTeICH;

2.7. BeimonHuTe HACTPOUKY LieHTpa cepTudukanuu Ha 6aze SRV:
b. B cmyyae upumMeHeHus pemeHuss Ha 0Oa3e Linux wucmonb3yercs LEHTP

ceprudukanuu Tuna OpenSSL u pacnosiaraercs o ajapecy /var/ca;
C. BwimaBaembie cepTuduUKaThl AOHKHBI UMETh CpoK ku3HU He MeHee 300 mHei;
d. Tlapamerpbl BbIIaBaeMbIX CEPTH(PHUKATOB:

- Crpana RU;
- Opranumzanuss DEMO.WSR,;
- IIpouwne noxns (3a uckmouenuem CN) T0IKHBI OBITH ITYCTHI;

3. B3aumMmojeiicTBHMe €O CHEIHAJMCTAMH CMEXKHOro mnpoduiass npu pa3padoTke
METOJ0B, CPEJICTB U TEXHOJIOTH NIPUMeHeHHsI 00HEKTOB NMPO(eCcCHOHATBHOM JAeSITeJIbHOCTH

HNudpacTpykrypa BedO-npujioKeHus.

JlaHHBII OJIOK MOJJpa3yMeBaeT yCTAHOBKY U HACTPOWKY JOCTyNma K BeO- MPHIIOKEHUIO,
BBINTOJIHEHHOMY B popmare KoHTeliHepa Docker.

3.1. O6paz Docker (comepxamuii BeO-npusioxkeHue) pacmnonoken Ha [SO-o6pase
JIOTIOTHATEILHBIX MAaTCPUAIIOB;

a. BemonnuTe ycranoBky npuioxenus AppDocker0;

3.2. Tlakersi a1 ycraHoBku Docker pacmosioskensl Ha gononaauTebHoM 1ISO-00pase;

3.3. Unctpykums mo paboTe ¢ MPUIOKEHHEM paCIOiIOkKeHa Ha JomonHuTensHoM 1SO-
obpa3se;

3.4. Heobxoammo peann3oBath CIEAYIONUIYIO HHPPACTPYKTYPY MPUTIOKECHHUS.

a. Kimenrtom npunoxenus ssisiercss CLI (6paysep Edge);

b. Xoctunr npunoxenus ocymectsisiercss Ha BM WEB-L u WEB-R;

c. JocTyn k mpuioxeHuo ocyiectsisiercs mo DNS-umenn wWww.demo.wstr;
- ms pomxkHO paspemiatbes Bo “BHemrHue” aapeca BM ympasienus Tpaduxom B o0oux

peruoHax;

- [Ipu HEoOXoaMMOCTH, 7S JOCTYIA K K MPUJIOKEHUIO JOIyCKaeTCsl pealn30BaTh peBepe-
IIPOKCH MJIM TPAHCISALUIO TOPTOB;

d. JocTymn K IPHIOKEHHIO JTOJDKEH OBbITh 3allUIIEeH C IPUMEHEeHHeM TexHoaoruu TLS;

- Heobxoqumo obecrneunTh KOPpEeKTHOE ToBepue cepTudukary caiita, 6e3 NMpUMEHEHUs
“HCKIIFOYEHHI” ¥ TOJOOHBIX MEXaHHU3MOB;

€. HezamuiueHHOe COENMHEHHE JOJDKHO TIEPEBOAMTCS HA 3alMILEHHBIM KaHal
ABTOMATHYECKU;

3.5. HeoGxoanmo oGecnieunTh 0TKa30yCTOMYUBOCTD NPHIIOKEHNUS;
a. CaliT noipkeH MpoJoykaTh OOCIyXuBaHUE (C 3alepkKKoid He Oojee 25 cekyH[I) B

CICAYIOUX COCHAPUAX:

- Otka3 ogHoit n3 BM Web
- Otka3 ogHol 13 BM ynpasienus Tpagukom.

Moayab 3: JkcmiryaTanus 00beKTOB CeTeBOH HHPPACTPYKTYPHI
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http://www.int.demo/

3ananue moayJasa 3:

1. YCTaHOBKa, HaCTpOﬁKa, IRCIJyaranuss M 06c.11y>lmBaHne TEXHUYCCKHUX H
NMpPpOrpaMMHO-ANIIMAPATHLIX CPEACTB KOMIILIOTEPHBIX cere

Kondurypauusi BUpTYaabHbIX YaCTHBIX CeTeHl

1.1. 3ammra TyHHENs JOHKHA obOecniedunBatbes ¢ momoinsio 1Psec mexxny mardopmamu
RTR-L u RTR-R.

a) MHcmonp3yiite ayTeHTU(HUKAIIUIO TI0 O0IIEMY KITFOUY.

b) Ilapametpsr IPsec npousBosbHbIC.

2. YcraHoBKa, HACTpoiika, »JKCILUIyaTauusi H  00CJIy:KHBaHHE  CeTeBbIX
KOHGUrypaumi.

Hacrpoiika criucKoB KOHTPOJISA 10CTYIIA

2.1. Tlnarpopma ynpasnenus Ttpapukom RTR-R BemonHseT KOHTPOIH BXOISIIETO
TpaduKa COriacHO CIEAYIOUIUM IIPABUIIAM:

a. Paspemarorcs noaxmrouenus k nopraM HTTP u HTTPS nns Bcex kKIMeHTOB;

b. Paspemarorcs noaxmoucHus K mopram HTTP u HTTPS 1t Bcex KIIMEHTOB;

- [TopTe! HEOOXOIMMO 1151 paOOTHI HACTPAUBAEMBIX CITYXKO

c. Paspemaercs pabota BEIOpaHHOTO MPOTOKOJIA OPraHU3ALMH 3ALIUILEHHOHN CBS3H;

- Paspemienrie TOPTOB JODKHO OBITH BBIMOJHEHO IO TPUHIMITY “HEOOXOAMMO U
OCTaTOYHO”

d. Pasperraercst pabota npotokonoB ICMP;

e. Paspemaercs padora mporokona SSH;

f. IIpoune moaKIFOUCHHUS 3AMPEUICHBL;

g. /[na oOpamenuii B miargopMaM cO CTOPOHBI XOCTOB, HaXOJSIIUXCS BHYTPHU
PErMoHOB, OrPAaHUYEHUI OBITH HE JIOJIKHO;

2.2. Ilnardpopma ympasnenuss tpapukoM RTR-L BbImonHAEeT KOHTPOIb BXOJSAIIETO
TpaguKa COrIacCHO CIAEAYIOLIUM IpaBUIIaM:

a. Paspemarorcs noaxmouenus k mopram DNS, HTTP u HTTPS ans Bcex kinueHTOB;

-ITopTsl HEOOXOAMMO 11 pabOTHI HACTPAUBAEMBIX CITYKO

b. Pasperaercs paboTa BHIOPAHHOTO MPOTOKOJIA OPraHU3AINH 3AIUIICHHOMN CBSI3H;

- Paspemenue noproB AOKHO OBITH BBIOJHEHO M0 NPUHIUNY “HEO0XOIUMO U
IOCTAaTOYHO”’

C. Paspemraercs pabora mporokosioB ICMP;

d. Paspemraercs pabota nporokona SSH;

e. Ilpoune nonakitoueHUs 3anpeleHbl;

f. Jna oOpamennii k miaar¢popMaM CO CTOPOHBI XOCTOB, HAaXOSIIMXCS BHYTPH
PErMOHOB, OTPAaHUYEHHUN ObITh HE JJOJIKHO.
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